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Whoa.
Global manufacturer reinforces security 

from the inside out.
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For a major manufacturing company, high standards are more than the norm—they’re 

top priority. When company leaders noticed increasing cybersecurity threats putting 

their business and users at risk, they committed to reinforcing their security 

practices. Executives knew that the key to improving security was users—helping 

them feel part of the solution and not part of the problem.

Keeping security  
top of mind
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See how this global manufacturer found their whoa.
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To achieve the kind of change the manufacturer was looking for, 

they’d need more than just firewalls or anti-malware software—

they’d need to change user behavior to guard against threats. 

The Information Services team had worked with BrainStorm on an 

organization-wide Office 365 adoption program, so they trusted 

BrainStorm’s content and support team. But because of the 

security initiative’s importance, the I.S. team decided to research 

other companies that specialized in threat protection, ensuring 

that the organization would select the best—not just the most 

convenient—option. 

 

Some vendors focused on building up the security team’s 

technical skills, but they neglected end user training. Others took 

a “one and done” training approach that didn’t encourage long-

term behavioral change. 

 

In the end, past experience with BrainStorm won out—along with 

BrainStorm’s new Threat Defense offering. In a world of short 

attention spans and increasingly creative security threats, the I.S. 

team knew BrainStorm would help scale effective, measurable 

improvements across the company. As a team member put it, 

“BrainStorm had a good track record with us, so we made a 

decision to stay with them.”

Bringing in the experts

–Information Security Leader

We were getting threats and needed to have our 

users be proactive so that the threats didn’t ever 

come to the security team.
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Users have been faux-phished every month for 6 

months. 90% of users say the exercise has better 

prepared them for real phishing attacks.

It only takes one user to compromise an entire company, so the 

Information Services team needed every user to participate in 

BrainStorm’s security initiative. But with manufacturing 

productivity directly affecting the company’s bottom line, 

executives were understandably nervous about devoting time to 

security training. Still, all parties agreed that a security breach 

would be far costlier, and that leveraging BrainStorm Threat 

Defense would reinforce security best practices in a seamless and 

time-efficient way. 

 

Working with their BrainStorm Customer Success Manager (CSM), 

users were assigned a 50-minute mandatory security course in the 

same BrainStorm platform they’d used for Office 365 training. 

Then, a few days later, global users received a simulated phishing 

attack email, putting their recent training to the test. If users took 

the bait and clicked the phony phishing link, they were 

immediately directed to relevant remedial content. 

 

Throughout the campaign, I.S. team members saw their efforts go 

off without a hitch. According to one team member, “Any 

challenge we experienced was immediately addressed by the 

Brainstorm team. That was when we knew we’d made the right 

decision moving forward with BrainStorm—because they truly 

were a partner.”

Going phishing
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Thanks to the Information Services team, executives, and 

BrainStorm, 100% of the company completed the assigned  

training—a major win in and of itself. But were users changed by 

what they learned? 

 

Employee feedback on the training was more than encouraging. 

One employee not only felt better equipped to protect themself 

and the company but also caught the vision of the security 

training. “I believe if we make maintaining security a habit, we can 

reduce human error and reduce security breaches,” they reported. 

 

According to project leaders, BrainStorm’s human approach was 

one of the main factors in running a highly successful security 

campaign. Cybersecurity can be a scary topic, but  the personable 

and friendly tone of the Threat Defense content made things feel 

more approachable and relevant for users. Even when users fell for 

the phony phishing links, the response and remedial instruction 

impressed users without shaming or embarrassing them. 

 

In the end, BrainStorm Threat Defense delivered exactly what the 

executive team hoped: it united every person at the manufacturing 

company against cybersecurity threats, protecting people and 

data alike.

Reinventing security
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Nearly 97% of users agreed that BrainStorm 

Threat Defense changed the way they review 

their emails for security threats.
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BrainStorm activates change and drives software adoption by using technology to empower 

people and transform organizations. By partnering with BrainStorm, organizations can more 

confidently map their Microsoft 365 adoption strategies to key business objectives, track user 

engagement and innovation, and decrease costs. BrainStorm’s unique, people-focused approach 

to digital transformation has set it apart as an industry leader and premier Microsoft partner.

About BrainStorm

Find your  
whoa.

Get started


